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1
Decision/action requested

Solution proposal for Long Term Key Update. 
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References

 [1]
3GPP specifications for UICC OTA mechanism such as ETSI TS 102 225 / TS 102 226 and 3GPP TS 31.115 / TS 31.116
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Rationale

This contribution proposes a solution to update the long term key K in the USIM and ISIM applications. It also works with eSIM.  

The objective of this solution is to be applicable to all 3GPP technologies without significant impacts on the existing 3GPP networks. The solution is applicable to GSM, UMTS, LTE, and 5G. 
Solution not taking into account existing 3GPP networks and targeting only 5G technology could be probably more efficient. But, this is not the purpose of this contribution. 

This solution proposes to have several sets of parameters (containing K/OPc or K/TOPc) stored in the USIM. Only one set of parameters is active at a time per USIM. 

This solution addresses key issue #1 and #2. 
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Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.834.

9.x
Solution #x: Multiple sets of parameters
9.x.1
Introduction

This solution aims to update the long term key K stored on a USIM application on UICC. The solution relies on the presence of several sets of parameters (K/OPc or K/TOPc) stored in the USIM. Only one set of parameters is active at a time in the USIM. 
NOTE: the UICC application mentioned in this solution is the USIM. But the solution also applies to ISIM application and eSIM.
9.x.2
Solution Description

This solution consists of 3 phases:
1- In Personalisation Centre
· For each UICC, several sets of parameters (K/OPc or K/TOPc) are generated and provisioned in a USIM. But, only one set is active at a time in this USIM. 
· The output file sent to the network operator contains only one single set of parameters (K and eventually OPc or TOPc). This set of parameters is provisioned in the network operator backend. The other sets of parameters generated are kept in the personalisation centre using secured storage means. 
2- In home network operator 
· When the network operator decides to update the long term key K of a given USIM within a UICC, the network operator asks the personalisation centre to deliver new output file containing a new set of parameters for a given USIM/UICC. 
· The personalisation centre generates a new output file containing new set of parameters for this USIM. The set of parameters of the output file (containing K and eventually OPc or TOPc) corresponds to a set of parameters initially provisioned in the USIM (confer phase 1). 
· After output file reception, the network operator launches an OTA [1] campaign targeting the corresponding USIM/UICC. The OTA campaign does not intend to immediately update the parameters in the USIM; the OTA compaign activates the replacement mechanism for the targeted USIM. The USIM/UICC is ready to proceed the change of parameters set, but waits for an event to do so. The change of key is not yet done.
Once the UICC has been reached by the OTA campaign, the network operator can provision the received set of parameters in its backend using usual mechanism. Only one single set of parameters (K/OPc or K/TOPc) is active at a time in the HSS of the network operator for a given USIM. 
· The network operator issues authentication vectors with the new set of parameters. Since the USIM has not yet replaced the set of parameters, the USIM will detect an authentication failure during the processing of AUTHENTICATE command with these authentication vectors. The authentication failure aims to trigger the replacement mechanism in the USIM/UICC. 
3- In USIM/UICC

· In case that the replacement mechanism has been activated in the targeted USIM by OTA, and that this USIM detects an authentication failure due to wrong key K, the USIM tries to perform the MAC verification of the AUTHENTICATE command with another set of parameters ((K/OPc or K/TOPc)  already provisioned in the USIM. If the MAC verification matches, the set of parameters used becomes active and the authentication process can continue with these parameters. The USIM returns the results of the authentication successfully performed. 
· After a successful change of set of parameters, the replacement mechanism is deactivated for this given USIM.
To improve the security of the solution, the use of additional key named "replacement mechanism protection key" is proposed to secure the OTA command sent to activate the replacement mechanism in the USIM. 
Secured OTA command
· The "replacement mechanism protection" key is provisioned in the UICC in the personalisation centre. This key will never exit the Personalisation Centre. 

· When the network operators asks for the delivery of new set of parameters ((K and eventually OPc or TOPc), the UICC manufacturer computes the payload of the OTA command to be sent to the USIM/UICC. This OTA command is secured by the "replacement mechanism protection" key of the UICC.
· When receiving the OTA command, the UICC verifies the payload using the "replacement mechanism protection" key provisioned in the UICC. If the verification is not successful, the replacement mechanism remains inactive.

· A "failed payload check counter" may be implemented to increase the security level.
9.x.3
Solution Evaluation

9.x.3.1
Key Issues

This solution does not mitigate a security due to the presence of an attacker at the personalisation centre where the set of parameters are generated and stored in the USIM. 
For all the other security issues of Key Issues #1 and #2, an attacker having been able to retrieve the long term key K may be no longer present when the new set of parameters is sent or handled to replace the compromised set of parameters. 
To mitigate Key Issue #2, the solution applies to each USIM/UICC of the batch of subscriptions. 
9.x.3.2
UICC applications types applicable

This solution is applicable to all USIMs and ISIMs.  This solution is also applicable to eSIMs but may not be the most efficient solution since also solution #1 applies to eSIM.

9.x.3.3
Potential hardware and software impacts

USIM/UICC software will be updated to support the replacement mechanism. The solution does not require any additional hardware.
9.x.3.4
Key exchange protocols and transportation

The longer term key K is not exchanged between the personalisation centre and the network operator. 
The channel of communication used to exchange data between the personalisation centre and the home network may be changed.
9.x.3.5
3GPP technologies supported
This solution is applicable to GSM, UMTS, LTE and 5G.
9.x.3.6
Assessment of additional risks
Editor's note: Evaluation of additional risk when one set of parameter (K/OPc or K/TOPc) is compromised whether all sets would be compromised too.
Editor's note: Evaluation of security risk and complexity is to be done when “The other sets of parameters generated are kept in the personalisation centre using secured storage means.”
Editor's note: The compromise of a LTK may be the result of an attack method common to all LTK’s on the UICC as described in Clause 7.11. For example, 1- a security compromise at the factory (UICC vendor or subscription manager) where K is generated, or 2- a local attack (e.g. side channel) on the UICC in the supply chain. In that case, all other LTK’s on the UICC may also have be considered compromised. 
9.x.3.7
Lawful interception impacts
9.x.3.8
Core and RAN networks impacts

This solution has impacts only on the HSS/AuC of the home network operator. 
9.x.3.9
Ease of implementation

This solution does not require significant changes to the current 3GPP specifications. Only additional OTA command is needed to implement the solution. 
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